INTERDOMAIN ROUTING SYSTEM 



BACKGROUND OF THE INVENTION 
FIELD OF THE INVENTION 

The present invention relates to an interdomain 
routing system and, more particularly, to a routing 
system (device) enabling path selection taking network 
resources into consideration end to end by using, at a 
node in a certain domain, path information in other 
domain to which no routing information is notified. 

DE SCRIPTION QF THE RELATED ART 

One example of an interdomain QoS routing system 
as a conventional interdomain routing system is recited 
in the proposal by B. Abarbanel, entitled "BGP-4 Support 
for Traffic Engineering", pages 1 through 13 of draft- 
abarbanel-idr-bgp4-te-01.txt which was issued as an 
Internet draft of IETF in 2000. 

The conventional interdomain QoS routing system 
is a system (BGP-TE system) which realizes routing in 
consideration of load distribution or QoS (quality of 
service ) by adding new link metrics such as a residual 
bandwidth and a delay to a border gateway protocol (BGP) 
to control routing between autonomous system (AS) 
domains so as to optimize these link metrics. 

The link metrics are assigned to roughly two 
kinds of links , a link between AS and a link for 
relaying within an AS. As to a link between AS, 



parameters can be extracted from a residual bandwidth, a 
delay and the like of a physical link. As to information 
about a link between AS, path information is exchanged 
by an external BGP (E-BGP) session set between border 
routers of the AS. 

On the other hand, in a case of a link relaying 
within an AS, parameters such as a residual bandwidth 
and a delay should be assigned to a logical link passing 
through a plurality of routers and a plurality of links 
existing in the AS. As to information about a logical 
link of relays in the AS, path information is exchanged 
by an internal BGP (I-BGP) session set up between AS 
border routers in the AS. The path of the I-BGP session 
will form a path of a logical link, and residual 
bandwidth and delay values on the path should be 
obtained and reflected on metrics of the logical link. 

For this purpose, by extending an intradomain 
gateway protocol (IGP), for example, Open Shortest Path 
First (OSPF) or Integrated Intermediate System 
Intermediate System (integrated IS-IS) to employ a 
system (IGP-TE system) of exchanging parameters such as 
a residual bandwidth and a delay for a physical link, 
values of a residual bandwidth, a delay and the like on 
a path of the logical link can be obtained and notified 
to the I-BGP. 

By the foregoing procedure, such metrics as a 
residual bandwidth and a delay can be added to each path 



of an E-BGP session between AS and an I-BGP session 
passing within an AS. 

At the path selection from a terminal or a router 
in an AS-A to a terminal or a router in other AS-B in 
consideration of a residual bandwidth and a delay using 
both of the above-described conventional BGP-TE system 
and IGP-TE system, such path selection as follows is 
conducted. AS border router candidates which can be 
routed from a terminal or a router in the AS-A to the 
AS-B are extracted from IGP-TE information. 

In a case where the OSPF is used as an IGP, for 
example, distribution of address reachability from an AS 
border router in the AS-A to an external AS by using an 
AS external LSA leads to recognition. In general, 
however, only with IGP-TE information, address 
reachability from an AS border router to an external AS 
can be recognized, while resource information can not be 
found about how much bandwidth, delay or the like is 
required to reach a certain external AS. 

Here, as proposed in the BGP-TE system, when a 
terminal or a router in the AS-A operates the IGP-TE 
protocol, in particular, and an I-BGP session is set 
between the terminal or router and an AS border router 
in the AS-A to enable reception of BGP-TE protocol 
information, since a candidate for a path from an AS 
border router candidate in the AS-A to the AS-B can be 
extracted from the BGP-TE information, selection of an 



optimum path to reach from a terminal or a router in the 
AS-A to the AS-B through a border router in the AS-A 
taking a residual bandwidth and a delay into 
consideration is enabled by conducting path calculation 
together with IGP-TE information. 

Although this path selection is possible from a 
terminal or a router in the AS-A to an AS border router 
in the AS-B, path selection from an AS border router in 
the AS-B as a final AS to a destination terminal or 
router in the AS-B is impossible. Further problem is 
that selection of an optimum AS border router to reach a 
destination terminal or a router in the AS-B in 
consideration of a result of the path selection in the 
AS-B is impossible. 

In this problem, there might be a case where even 
when path selection, for example, from a terminal or a 
router in the AS-A to an AS border router in the AS-B is 
optimum, the path selection may result in being not 
optimum in the end-to-end view because a path from an AS 
border router in the AS-B to a destination terminal or 
router in the AS-B congests and there remains only a 
path having few residual bandwidths and a large delay. 
Conventional techniques therefore have the problem that 
when interdomain QoS routing is conducted, optimum path 
selection covering the entire path (end-to-end) is 
impossible . 

Another example of a conventional interdomain 
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routing system (not an interdomain QoS routing system) 
will be described as a related and similar technique. 
One example of a device of this kind is recited in the 
technical explanatory by K. Delgadillo, entitled "Cisco 
5 Distributed Director" on pages 1 through 19 of the white 

paper issued by Cisco Systems Inc. in 1999. 

The technique disclosed in the explanatory is 
proposed as a Web load distribution system in which when 
a Web client accesses a Web server, on the assumption 
~ : 10 that a plurality of Web mirror servers exist in a 

I network, a path is selected which employs a Web server 

* of a low processing load and as short a path of a 

network as possible. Under Web environments, conducted 
is transaction processing in which an HTTP get request 
— 15 is made by the Web client side to a server and the Web 

server returns an HTTP response to the Web client side. 

Since the amount of transferred information of an 
HTTP response is large in general, at the path selection, 
an optimum path from a Web server directed toward a Web 
20 client largely affects the performance. In other words, 

when a plurality of Web mirror servers exist, it is 
necessary to determine in total from which mirror server 
a path to the Web client is the shortest or which Web 
mirror server has a low processing load of its own. 
25 In order to satisfy the above-described 

requirement, the present technique proposes a direct 
response protocol (DRP) by which a DRP agent of a Web 
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client site can collect, for a DRP server existing in a 
plurality of Web mirror server sites, all of the 
shortest paths directed toward the Web client from the 
respective mirror servers and processing loads of the 
5 Web mirror servers, so that an optimum Web mirror server 

can be selected based on the collection result. Network 
assumed at this time is an interdomain network, in which 
a shortest path from a Web mirror server directed toward 
a Web client is obtained by acquiring information about 

10 both the number of hops of AS at the BGP (border gateway 

protocol) level and the number of hops of routers at the 
IGP (intradomain gateway protocol) level. 

In other words, characteristic points are two, 
one is that a shortest path in interdomain routing is 

15 obtained by using information of both the BGP level and 

the IGP level and the other is that a system is adopted 
which takes a shortest path of a network in a reception 
direction into consideration in order to select a Web 
server with which a Web client is to communicate. 

20 The DRP protocol, as well as the above-described 

BGP-TE, however, is not allowed to make end-to-end 
optimum path selection because selection of an optimum 
AS border router in the final stage AS and selection of 
a path from an AS border router to a Web client are not 

25 taken into consideration. 

The above-described conventional interdomain 
routing has several problems. More specifically, the 
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first problem is that path selection in an interdomain 
network is impossible which is conducted taking network 
resources such as a bandwidth and a delay into 
consideration end to end. The reason is that when only 
5 the conventional BGP-TE system and the IGP-TE system are 

used, while path selection in an AS on the transmission 
side and selection of a path from the transmission side 
AS to a destination AS can be conducted using network 
resources, selection of an optimum AS border router in 
j y 10 the destination AS and selection of an optimum path from 

! Jf a selected AS border router to a destination terminal or 

!■* router are impossible. 

y Second problem is that when path selection is 

s conducted taking network resources such as a bandwidth 

p 15 and a delay into consideration end to end, an optimum 

Mi 

g=l path in a reception direction can not be selected. The 

H reason when a DRP is used is that while a path in the 

reception direction can be returned, no optimization is 
made because path information of a transmission domain 
20 is not used in combination. The reason when only a BGP- 

TE and a IGP-TE are used is that because the BGP-TE, in 
particular, has information about a path only in the 
transmission direction, the selection of an optimum path 
only in the transmission direction is possible even 
25 using both the TE. 

Third problem is that path selection is 
impossible that simultaneously satisfies an optimum 



server and an optimum network path therefor in 
consideration not only of QoS parameters such as a 
residual bandwidth and a delay of a network path but 
also of a load of a server. The reason is that no 
function is provided for notifying all of server load 
information, network path candidate information and QoS 
metric information . 

SUMMARY OF THE INVENTION 
The present invention is intended to solve the 
above-described shortcomings and its object is to 
provide a device enabling path selection in an 
interdomain network taking network resources such as a 
bandwidth and a delay into consideration end to end and, 
more particularly, to an interdomain routing system 
enabling selection of an optimum AS border router in a 
destination AS and selection of an optimum path from a 
selected AS border router to a destination terminal or 
router . 

Another object of the present invention is to 
provide a device enabling selection of an optimum path 
taking network resources such as a bandwidth and a delay 
into consideration end to end not only in a transmission 
direction but also in a reception direction. 

A further object of the present invention is to 
provide a device enabling path selection which 
simultaneously satisfies an optimum server and an 



optimum network path therefor taking not only QoS 
parameters such as a residual bandwidth and a delay of a 
path in a network but also a load of a server into 
consideration . 

According to the first aspect of the invention, 
An interdomain routing system wherein a node, 
comprising: 

own intradomain path selection means for 
selecting a path by exchanging information about a path 
in the own domain; 

interdomain path selection means for receiving 
information about a path between domains to select a 
path; 

destination domain reception path candidate 
obtaining means for requesting a destination node for 
obtaining a group of candidate paths from the node in 
question toward the destination node; and 

end-to-end path selection means; 

wherein the end-to-end path selection means 
selecting an optimum path end to end based on paths in 
the domain of the node in question, interdomain paths 
from the domain in question to the destination domain 
and paths in the domain of the destination node. 

In the preferred construction, the own 
intradomain path selection means includes means for 
exchanging topology of a network in a domain and link 
resource information such as a bandwidth metric and a 



QoS metric of a link. 

In another preferred construction, the 
interdomain path selection means includes means for 
exchanging topology of a network between domains and 
link resource information such as a bandwidth metric and 
a QoS metric of a link. 

In another preferred construction, the own 
intradomain path selection means includes means for 
exchanging topology of a network in a domain and link 
resource information such as a bandwidth metric and a 
QoS metric of a link, and 

the interdomain path selection means includes 
means for exchanging topology of a network between 
domains and link resource information such as a 
bandwidth metric and a QoS metric of a link. 

In another preferred construction, the 
interdomain path selection means is provided at an 
external node other than a transmission node or a 
destination node, so that the transmission node or the 
destination node obtains path information by inquiring 
of the interdomain path selection means existing in the 
other external node. 

In another preferred construction, the 
interdomain routing system, wherein as a transmission 
node, an arbitrary node for relay is selected as a 
transmission proxy node and as a destination node, an 
arbitrary node for relay is selected as a destination 



proxy node. 

According to the second aspect of the invention, 
An interdomain routing system wherein a node, 
comprising: 

own intradomain path selection means for 
selecting a path by exchanging information about a path 
in the own domain; 

interdomain path selection means for receiving 
information about a path between domains to select a 
path; and 

domain reception path candidate reply means 
responsive to a request from a transmission node for 
returning, as a reply, a group of candidate paths from 
the transmission node toward the node in question. 

In the preferred construction, the own 
intradomain path selection means includes means for 
exchanging topology of a network in a domain and link 
resource information such as a bandwidth metric and a 
QoS metric of a link. 

In another preferred construction, the 
interdomain path selection means includes means for 
exchanging topology of a network between domains and 
link resource information such as a bandwidth metric and 
a QoS metric of a link. 

In another preferred construction, the own 
intradomain path selection means includes means for 
exchanging topology of a network in a domain and link 



resource information such as a bandwidth metric and a 
QoS metric of a link, and 

the interdomain path selection means includes 
means for exchanging topology of a network between 
domains and link resource information such as a 
bandwidth metric and a QoS metric of a link. 

In another preferred construction, the 
interdomain path selection means is provided at an 
external node other than a transmission node or a 
destination node, so that the transmission node or the 
destination node obtains path information by inquiring 
of the interdomain path selection means existing in the 
other external node. 

In another preferred construction, the 
interdomain routing system, wherein as a transmission 
node, an arbitrary node for relay is selected as a 
transmission proxy node and as a destination node, an 
arbitrary node for relay is selected as a destination 
proxy node . 

According to the third aspect of the invention, 
An interdomain routing system having a transmission node 
and a destination node, wherein 

the transmission node including 

own intradomain path selection means for 
selecting a path by exchanging information about a path 
in the own domain, 

interdomain path selection means for receiving 



information about a path between domains to select a 
path, 

destination domain reception path candidate 
obtaining means for requesting a destination node for 
obtaining a group of candidate paths from the 
transmission node toward the destination node, and 

end-to-end path selection means for selecting an 
optimum path end to end based on paths in the domain of 
the transmission node, interdomain paths from the 
transmission domain to the destination domain and paths 
in the domain of the destination node, and 

the destination node including 

own intradomain path selection means for 
selecting a path by exchanging information about a path 
in a domain, 

interdomain path selection means for receiving 
information about a path between domains to select a 
path, and 

destination domain reception path candidate reply 
means responsive to a request from the transmission node 
for returning, as a reply, a group of candidate paths 
from the transmission node toward the destination node. 

In another preferred construction, the own 
intradomain path selection means includes means for 
exchanging topology of a network in a domain and link 
resource information such as a bandwidth metric and a 
QoS metric of a link. 



In another preferred construction, the 
interdomain path selection means includes means for 
exchanging topology of a network between domains and 
link resource information such as a bandwidth metric and 
a QoS metric of a link. 

In another preferred construction, the own 
intradomain path selection means includes means for 
exchanging topology of a network in a domain and link 
resource information such as a bandwidth metric and a 
QoS metric of a link, and 

the interdomain path selection means includes 
means for exchanging topology of a network between 
domains and link resource information such as a 
bandwidth metric and a QoS metric of a link. 

In another preferred construction, the 
interdomain path selection means is provided at an 
external node other than a transmission node or a 
destination node, so that the transmission node or the 
destination node obtains path information by inquiring 
of the interdomain path selection means existing in the 
other external node. 

In another preferred construction, the 
interdomain routing system, wherein as a transmission 
node, an arbitrary node for relay is selected as a 
transmission proxy node and as a destination node, an 
arbitrary node for relay is selected as a destination 
proxy node. 



- 15 - 



According to the fourth aspect of the invention, 
An interdomain routing system having a node, wherin 
the node comprising 

own intradomain path selection means for 
5 selecting a path by exchanging information about a path 

in the own domain, 

interdomain path selection means for receiving 
information about a path between domains to select a 
path, 

^ 10 destination domain transmission path candidate 

-3 obtaining means for requesting a destination node for 

%i 

?"* obtaining a group of candidate paths from the 

¥~ 

U destination node toward the node in question, and 

end-to-end path selection means, the end-to-end 
15 path selection means selecting an optimum path end to 

f-~ end based on paths in the domain of the destination node, 

interdomain paths from the destination domain to the 
domain in question and paths in the domain of the node 
in question. 

20 In the preferred construction, the destination 

domain path candidate obtaining means has a function of 
obtaining, as a group of candidate paths from a 
destination node toward a transmission node, both of 
paths in the destination domain and interdomain paths 

25 from the destination domain to the transmission domain. 

In another preferred construction, the own 
intradomain path selection means includes means for 



exchanging topology of a network in a domain and link 
resource information such as a bandwidth metric and a 
QoS metric of a link. 

In another preferred construction, the 
interdomain path selection means includes means for 
exchanging topology of a network between domains and 
link resource information such as a bandwidth metric and 
a QoS metric of a link. 

In another preferred construction, the 
intradomain path selection means includes means for 
exchanging topology of a network in a domain and link 
resource information such as a bandwidth metric and a 
QoS metric of a link, and 

the interdomain path selection means includes 
means for exchanging topology of a network between 
domains and link resource information such as a 
bandwidth metric and a QoS metric of a link. 

In another preferred construction, the 
interdomain path selection means is provided at an 
external node other than a transmission node or a 
destination node, so that the transmission node or the 
destination node obtains path information by inquiring 
of the interdomain path selection means existing in the 
other external node. 

In another preferred construction, the 
interdomain routing system, wherein as a transmission 
node, an arbitrary node for relay is selected as a 



transmission proxy node and as a destination node, an 
arbitrary node for relay is selected as a destination 
proxy node. 

According to the fifth aspect of the invention, 
An interdomain routing system having a node, wherein 
the node comoprising: 

own intradomain path selection means for 
selecting a path by exchanging information about a path 
in the own domain, 

interdomain path selection means for receiving 
information about a path between domains to select a 
path, and 

domain transmission path candidate reply means 
responsive to a request from a transmission node for 
returning, as a reply, a group of candidate paths from 
the node in question toward the transmission node. 

In the preferred construction, the destination 
domain path candidate obtaining means has a function of 
obtaining, as a group of candidate paths from a 
destination node toward a transmission node, both of 
paths in the destination domain and interdomain paths 
from the destination domain to the transmission domain. 

In another preferred construction, the own 
intradomain path selection means includes means for 
exchanging topology of a network in a domain and link 
resource information such as a bandwidth metric and a 
QoS metric of a link. 



In another preferred construction, the 
interdomain path selection means includes means for 
exchanging topology of a network between domains and 
link resource information such as a bandwidth metric and 
a QoS metric of a link. 

In another preferred construction, the 
intradomain path selection means includes means for 
exchanging topology of a network in a domain and link 
resource information such as a bandwidth metric and a 
QoS metric of a link, and 

the interdomain path selection means includes 
means for exchanging topology of a network between 
domains and link resource information such as a 
bandwidth metric and a QoS metric of a link. 

In another preferred construction, the 
interdomain path selection means is provided at an 
external node other than a transmission node or a 
destination node, so that the transmission node or the 
destination node obtains path information by inquiring 
of the interdomain path selection means existing in the 
other external node. 

In another preferred construction, the 
interdomain routing system, wherein as a transmission 
node, an arbitrary node for relay is selected as a 
transmission proxy node and as a destination node, an 
arbitrary node for relay is selected as a destination 
proxy node . 



According to the sixth aspect of the invention, 
An interdomain routing system having a transmission node 
and a destination node, wherein 

the transmission node including 

own intradomain path selection means for 
selecting a path by exchanging information about a path 
in the own domain, 

interdomain path selection means for receiving 
information about a path between domains to select a 
path, 

destination domain transmission path candidate 
obtaining means for requesting a destination node for 
obtaining a group of candidate paths from the 
destination node toward the transmission node, and 

end-to-end path selection means for selecting an 
optimum path end to end based on paths in the domain of 
the destination node, interdomain paths from the 
destination domain to the transmission domain and paths 
in the domain of the transmission node, and 

the destination node including 

own intradomain path selection means for 
selecting a path by exchanging information about a path 
in a domain, 

interdomain path selection means for receiving 
information about a path between domains to select a 
path, and 

destination domain transmission path candidate 



reply means responsive to a request from the 
transmission node for returning, as a reply, a group of 
candidate paths from the destination node toward the 
transmission node. 

An interdomain routing system having a node, 

wherin 

the node comprising 

own intradomain path selection means for 
selecting a path by exchanging information about a path 
in the own domain, 

interdomain path selection means for receiving 
information about a path between domains to select a 
path, 

destination domain transmission path candidate 
obtaining means for inquiring of a plurality of 
destination node candidates about service object 
transfer to obtain a group of candidate paths from each 
of the destination node candidates toward the node in 
question and a processing load of a service node which 
conducts the service object processing in question, and 

service node path selection means for selecting 
an optimum service node and end-to-end path by making a 
comparison of end-to-end path costs based on a 
processing load of each service node, paths in the 
domain of the destination node, interdomain paths from 
the destination domain to the transmission domain and 
paths in the domain of the transmission node. 



According to a further aspect of the invention , 
An interdomain routing system having a node, wherin 
the node comprising 

own intradomain path selection means for 
selecting a path by exchanging information about a path 
in the own domain, 

interdomain path selection means for receiving 
information about a path between domains to select a 
path, 

a service node load monitoring procedure for 
monitoring a processing load of a service node, and 

destination domain transmission path candidate 
reply means responsive to a request from a transmission 
node for returning a group of candidate paths from the 
node in question toward the transmission node and a 
service node load as a reply. 

According to a still further aspect of the 
invention, An interdomain routing system having a 
transmission node and a destination node, wherein 

the transmission node including 

own intradomain path selection means for 
selecting a path by exchanging information about a path 
in the own domain, 

interdomain path selection means for receiving 
information about a path between domains to select a 
path, 

destination domain transmission path candidate 



obtaining means for inquiring of a plurality of 
destination node candidates about service object 
transfer to obtain a group of candidate paths from each 
of the destination node candidates toward the node in 
question and a processing load of a service node which 
conducts the service object processing in question, and 

service node path selection means for selecting 
an optimum service node and end-to-end path by making a 
comparison of end-to-end path costs based on a 
processing load of each service node, paths in the 
domain of the destination node, interdomain paths from 
the destination domain to the transmission domain and 
paths in the domain of the transmission node, and 

the destination node including 

own intradomain path selection means for 
selecting a path by exchanging information about a path 
in the own domain, 

interdomain path selection means for receiving 
information about a path between domains to select a 
path, 

a service node load monitoring procedure for 
monitoring a processing load of a service node, and 

destination domain transmission path candidate 
reply means responsive to a request from a transmission 
node for returning a group of candidate paths from the 
node in question toward the transmission node and a 
service node load as a reply. 



Other objects, features and advantages of the 
present invention will become clear from the detailed 
description given herebelow. 



BRIEF DESCRIPTION OF THE DRAWINGS 
The present invention will be understood more 
fully from the detailed description given herebelow and 
from the accompanying drawings of the preferred 
embodiment of the invention, which, however, should not 
be taken to be limitative to the invention, but are for 
explanation and understanding only. 
In the drawings: 

Fig. 1 is a block diagram showing a network 
structure to which an interdomain routing system 
according to a first embodiment of the present invention 
is applied; 

Fig. 2 is a block diagram showing a network 
structure according to the first embodiment of the 
present invention in detail; 

Fig. 3 is a block diagram showing network paths 
in the first embodiment of the present invention; 

Fig. 4 is a block diagram showing network paths 
in the first embodiment of the present invention; 

Fig. 5 is a block diagram showing network paths 
in the first embodiment of the present invention; 

Fig. 6 is a flow chart for use in explaining 
operation in the first embodiment of the present 
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invention; 

Fig. 7 is a flow chart for use in explaining 
operation in the first embodiment of the present 
invention; 

5 Fig. 8 is a block diagram showing a variation of 

the network structure according to the first embodiment 
of the present invention; 

Fig. 9 is a block diagram showing another 
variation of the network structure according to the 
C3 io first embodiment of the present invention; 

M3 Fig. 10 is a block diagram showing a network 

fii 

h* structure to which an interdomain routing system 

y according to a second embodiment of the present 

03 

* invention is applied; 

r-=r 15 Fig. 11 is a block diagram showing details of the 

r m network structure according to the second embodiment of 

Tjf the present invention; 

Fig. 12 is a block diagram showing details of the 
network structure according to the second embodiment of 
20 the present invention; 

Fig. 13 is a diagram for use in explaining 
operation in the second embodiment of the present 
invention; 

Fig. 14 is a flow chart for use in explaining 
25 operation in the second embodiment of the present 

invention; 

Fig. 15 is a flow chart for use in explaining 
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operation in the second embodiment of the present 
invention; 

Fig. 16 is a block diagram showing a network 
structure according to a third embodiment of the present 
invention . 

DESCRIPTION OF THE PREFERRED EMBODIMENT 
The preferred embodiment of the present invention 
will be discussed hereinafter in detail with reference 
to the accompanying drawings . In the following 
description , numerous specific details are set forth in 
order to provide a thorough understanding of the present 
invention. It will be obvious, however, to those skilled 
in the art that the present invention may be practiced 
without these specific details. In other instance, well- 
known structures are not shown in detail in order to 
unnecessary obscure the present invention. 

According to the present invention, an 
interdomain routing system (device) includes a 
destination domain reception path candidate obtaining 
means, a destination domain reception path candidate 
reply means and an end-to-end path selection means and 
operates such that optimum path selection can be 
conducted using all the information about paths within a 
transmission domain, paths from the transmission domain 
to a destination domain and paths within the destination 
domain. By adopting such an arrangement, as well as 



making intradomain routing and interdomain routing have 
the corresponding bandwidth metric and QoS metric, path 
selection taking network resources such as a bandwidth 
and a delay into consideration end to end can be 
realized which is an object of the present invention. 

Furthermore, an interdomain routing system 
according to the present invention includes a 
destination domain transmission path candidate obtaining 
means, a destination domain transmission path candidate 
reply means and an end-to-end path selection means and 
operates such that selection of an optimum path in a 
reception direction can be conducted using all the 
information about paths within a destination domain, 
paths from a transmission domain to the destination 
domain and paths within the transmission domain. By 
adopting such an arrangement, as well as making 
intradomain routing and interdomain routing have the 
corresponding bandwidth metric and QoS metric, selection 
of an optimum path can be achieved taking network 
resources such as a bandwidth and a delay into 
consideration end to end not only in a transmission 
direction but also in a reception direction which is an 
object of the present invention. 

Moreover, an interdomain routing system according 
to the present invention includes a destination domain 
transmission path candidate obtaining means, a 
destination domain transmission path candidate reply 



means and a service node path selection means and 
operates such that selection of an optimum path in a 
reception direction can be conducted using all the 
information about paths within a destination domain, 
paths from a transmission domain to the destination 
domain and paths within the transmission domain and also 
such that optimum network path selection can be 
conducted using a service node having a small load in 
consideration of these information and a load of a 
service node. By adopting such an arrangement, as well 
as making intradomain routing and interdomain routing 
have the corresponding bandwidth metric and QoS metric, 
path selection can be achieved which simultaneously 
satisfies an optimum server and an optimum network path 
therefor taking not only QoS parameters such as a 
residual bandwidth and a delay of a network path but 
also a load of a server into consideration which is an 
object of the present invention. 

In the following, embodiments of the present 
invention will be described in more detail with 
reference to the drawings. Fig. 1 is a block diagram 
showing a schematic structure of a first embodiment of 
the present invention and Fig. 2 is a block diagram 
showing the structure of the present embodiment in more 
detail. Referring to Figs. 1 and 2 and giving a 
description of a corresponding relation between Fig. 1 
and Fig. 2, the present embodiment will be described. 



The present embodiment corresponds to claims 1 to 17 . 

With reference to Fig. 1, the first embodiment is 
a network structure, under a condition that network 
domains, a domain A; 155 and a domain B; 165 are 
connected to each other by an interdomain, in which a 
transmission node 154 exists in the domain A; 155 and a 
destination node 164 exists in the domain B; 165, the 
transmission node 154 including an own intradomain path 
selection unit 150, an interdomain path selection unit 
151, a destination domain reception path candidate 
obtaining unit 152 and an end-to-end path selection unit 
153 and the destination node 164 including an own 
intradomain path selection unit 160, an interdomain path 
selection unit 161 and a destination domain reception 
path candidate reply unit 162. 

The destination domain reception path candidate 
obtaining unit 152 transmits a path discovery request 
170 to the destination node 164 and the destination 
domain reception path candidate reply unit 162 returns a 
result of a path candidate as a path discovery reply 171. 
By totaling partial path candidate information obtained 
by the own intradomain path selection unit 150, the 
interdomain path selection unit 151 and the destination 
domain reception path candidate obtaining unit 152, the 
end-to-end path selection unit 153 can obtain an optimum 
path considering all the paths within the transmission 
domain, interdomain paths from the transmission domain 



to the destination domain and paths within the 
destination domain. 

For detailed description of operation of each 
unit shown in Fig. 1, Fig. 2 will be used. The block 
diagrams shown in Figs . 2 and 1 have correspondence in a 
manner as described below. After describing 
correspondence of each unit, the embodiment will be 
described in the following with reference to Fig. 2. 

Assuming that a domain in Fig. 2 is a management 
domain AS (autonomous system) where the Internet exists, 
corresponding relation will be described in the 
following with respect to a case where a node is set to 
correspond to a router. With reference to Fig. 2 , in a 
network structure where both network domains, an 
autonomous system AS-A; 190 and AS-B; 192 are connected 
to an external network 191 by a BGP, exist in the AS-A; 
190 are a transmission router 140, an intra-AS relay 
router 141 and an AS border router (ASBR) ASBR-Al; 142 
and exist in the AS-B; 192 are a destination router 145, 
an intra-AS relay router 144 and an AS border router 
ASBR-B1; 143. 

The domain A; 155 and the domain B; 165 in Fig. 1 
correspond to the autonomous system AS-A; 190 and the 
autonomous system AS-B; 192, respectively, and the 
transmission node 154 and the destination node 164 
correspond to the transmission router 140 and the 
destination router 145, respectively. 
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The above-described six kinds of routers in Fig. 
2 are each composed of the following unit. First, the 
transmission router 140 in the AS-A employs an OSPF-TE 
unit 100 (or other routing information exchange 
procedure in the AS, for example, ISIS-TE procedure) as 
a dynamic routing information exchange procedure in the 
AS and employs an I-BGP unit 110 for obtaining BGP-TE 
information as a dynamic routing information obtaining 
procedure and includes a path discovery protocol unit 
130 which is a unit for obtaining a path candidate in 
the destination domain and an end-to-end path selection 
unit 132 which is a unit for searching for an end-to end 
optimum interdomain path. 

The relay router 141 in the AS-A has an OSPF-TE 
unit 101. The AS border router 142 has an OSPF-TE unit 
102, an E-BGP unit 121 for exchanging interdomain 
dynamic routing information and an I-BGP unit 111 for 
notifying the information of the E-BGP unit 121 to other 
routers in the AS-A. 

In the above-described arrangement, the OSPF-TE 
unit 100 corresponds to the own intradomain path 
selection unit 150, the I-BGP unit 110 to the 
interdomain path selection unit 151, the path discovery 
protocol 130 to the destination domain reception path 
candidate obtaining unit 152 and to the destination 
domain reception path candidate reply unit 162, and the 
end-to-end path selection unit 132 corresponds to the 



end-to end path selection unit 153. 

Then, the destination router 145 in the AS-B 
includes an OSPF-TE unit 105, an I-BGP unit 113 and a 
path discovery protocol unit 131 for searching for an 
optimum path between the own router and the transmission 
router in the AS-A. 

The relay router 144 in the AS-B has an OSPF-TE 
unit 104. The AS border router 143 has an OSPF-TE unit 
103, an I-BGP unit 112 and an E-BGP unit 122. 

At this time, the OSPF-TE unit 105 corresponds to 
the own intradomain path selection unit 160, the I-BGP 
unit 113 to the interdomain path selection unit 161 and 
the path discovery protocol 131 to the destination 
domain reception path candidate reply unit 162. In 
addition, a path discovery request 133 corresponds to 
the path discovery request 170 and a path discovery 
reply 134 corresponds to the path discovery reply 171. 

In brief, each of the above-described unit 
operates in a manner as described in the following. 
Description will be made appropriately with reference to 
Figs. 3, 4 and 5. 

In Fig. 2, the E-BGP unit 121 and 12 2 are 
connected to an external network by a BGP protocol, in 
particular, by E-BGP, to disributively exchange routing 
information using the path vector method. As a result, 
AS path information about how to go through AS to reach 
a destination IP address (or prefix of a destination IP 



address) can be obtained. AS path basically represents a 
path as linkage of ID of the AS. 

The block diagram of Fig. 3 which shows the 
network paths illustrates that two path candidates exist 
as a path from the AS-A190 to the reception router 145 
in the AS-B in AS-B192, one sequentially passing through 
[AS-A (190), AS-xl (200), AS-x2 ( 201), AS-B (192)] in 
this order and the other sequentially passing through 
[AS-A (190), AS— x3 (202), AS-x4 (203), AS-B (192)] in 
this order. 

The E-BGP unit 121 on the AS border router 142 
and the E-BGP unit on an AS border router 211 both 
obtain AS path information that [AS-A (190), AS-xl (200), 
AS-x2 (201), AS-B (192)] out of the above-described two 
path candidates. On the other hand, an AS border router 
212 obtains the AS path [AS-A (190), AS-x3 (202), AS-x4 
(203), AS-B (192)] out of the above-described two path 
candidates . 

The E-BGP unit 121 on the AS border router 142 
notifies the AS path information [AS-A (190), AS-xl 
(200), AS-x2 (201), AS-B (192)] for reaching the 
destination router 145 in the AS-B to the I-BGP unit 110 
of the transmission router 140 by using the I-BGP unit 
111. As shown in Fig. 3, the transmission router 140 
obtains AS path information also from other AS border 
routers 211 and 212 through the I-BGP unit to obtain 
[AS-A (190), AS-x3 (202), AS-x4 (203), AS-B (192)] as a 
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substitute AS path in addition to the above-described AS 
path . 

By the foregoing procedure , the I-BGP unit of the 
transmission router 140 obtains all the BGP-level paths 
from the AS-A 190 to AS-B 192. 

Conversely, the E-GBP unit 122 in the AS border 
router 143 obtains AS path information from the AS-B 192 
to the AS-A 190 to notify the information to the I-BGP 
unit 113 in the destination router 145 through the I-BGP 
unit 112. 

In Fig. 2, the OSPF-TE unit 100, 101 and 102 are 
allowed to find the entire topology and link information 
of the AS-A 190 by disributively exchanging topology of 
connectivity of routers in the AS-A 190 and QoS 
parameters such as a residual bandwidth and a delay of 
links between routers. Based on these information, the 
OSPF-TE unit 100, 101 and 102 can calculate an optimum 
path from an arbitrary router to an arbitrary router. In 
completely the same manner, the OSPF-TE unit 103, 104 
and 105 are allowed to find the entire topology and link 
information in the AS-B. 

The block diagram of Fig. 4 which shows the 
network paths illustrates a state where for the AS 
border routers 142, 211 and 212 in the AS-A 190 which 
are reachable to a path from the transmission router 140 
to the reception router 145 and which are passed through 
for reaching, candidate paths 300, 301, 3 02, 310, 311, 
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321 and 323 within the transmission domain are obtained 
by the OSPF-TE unit on the transmission router 140. 

More specifically, by finding an interdomain path 
candidate AS path from the information of the I-BGP unit 
5 110, extracting the AS borer routers 142, 211 and 212 to 

be passed through and further combining the information 
of the OSPF-TE unit 100, the transmission router 140 can 
obtain path candidates 300, 301, 302, 310, 311, 321, 323 
in the information about candidates for a path from the 
=1 10 transmission router to these AS border routers 142, 211, 

'41 

tft 212 and as a result, the candidates for a path from the 

03 

b & transmission router 140 to the destination router 145 

yj can be narrowed down to a group of candidates for paths 

between the AS-A and the AS-B taking a bandwidth and a 
15 delay into consideration. 

The path discovery protocol unit 130 in the 
transmission router 140 transmits the group of path 
candidates to the path discovery protocol unit 131 in 
the destination router 145 (the path discovery request 
20 message 133 in Fig. 2). The path discovery protocol unit 

131 in the destination router 145 responsively selects 
AS border routers 143, 401 and 402 in the AS-B 
corresponding to the path candidate group with reference 
to the path information that the I-BGP unit 113 has (see 
25 the block diagram of Fig. 5 showing the network paths). 

Next, obtain candidate paths 410, 411, 412, 413, 
414 and 415 in the destination domain from the AS border 



- 35 - 



routers 143, 401 and 402 to the destination router 145 
with reference to the path information of the OSPF-TE 
unit 105 in the destination router 145. Then, select an 
optimum path taking a bandwidth and a delay into 
consideration from among the group of candidates for 
paths between the AS-A and the AS-B notified by the path 
discovery protocol unit 130 and the path candidate group 
in the AS-B. 

The path discovery protocol unit 131 in the 
destination router 145 notifies information about both 
of the selected optimum path from the AS-A 190 to the 
AS-B 192 and optimum path from the AS border router in 
the AS-B to the destination router 145 to the path 
discovery protocol unit 130 of the transmission router 
140 (the path discovery reply message 134 in Fig. 2). 

Thus obtained results enable the transmission 
router 140 to make end-to-end path selection until the 
destination router 145 taking QoS such as a residual 
bandwidth and a delay into consideration. As a result of 
the present path selection, using, for example, the MPLS 
technique, enables data transfer by an arbitrary optimum 
path implicitly designated by the transmission router. 

Next, with reference to Fig. 2 and the flow 
charts of Figs. 6 and 7, entire operation of the present 
embodiment will be described in detail. 

The flow chart of Fig. 6 shows a path selection 
procedure at the transmission router 140. First, the I- 
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BGP unit 110 in the transmission router 140 extracts a 
group (A) of candidates for an AS path from the AS 190 
of the transmission domain to the AS 192 of the 
destination domain to obtain bandwidth metrics such as a 
residual bandwidth of these paths and QoS metrics such 
as a delay, as well as obtaining the AS border router 
addresses 142, 211 and 212 in the transmission AS 
corresponding to the AS path candidate group (900 of Fig. 
6). 

Next, using the path information of the OSPF-TE 
unit 100, obtain a group (B) of candidates for a path 
from the transmission router 140 to the AS border 
routers 142, 211 and 212 in the transmission AS 190 and 
bandwidth metrics, QoS metrics and the like of these 
paths (901 of Fig. 6) . 

The path discovery protocol unit 130 notifies the 
destination router 145 of the above obtained AS path 
candidate group (A) (902 of Fig. 6). In addition, the 
path discovery protocol unit 130 receives, from the 
destination router 145, candidates (C) for a path from 
the AS border router in the destination AS 192 to the 
destination router 145 and their bandwidth metrics and 
QoS metrics corresponding to the AS path candidate group 
(A) (903 of Fig. 6) . 

Lastly, using the bandwidth metrics and the QoS 
metrics of the three path candidates, the group (B) of 
candidates for a path from the transmission router 140 



to the AS border router in the transmission AS, the 
group (A) of candidates for an AS path from the 
transmission AS to the destination AS and the group (C) 
of candidates for a path from the AS border router group 
in the destination AS 192 to the destination router 145, 
the end-to-end path selection unit 132 calculates an 
optimum path from the transmission router 140 to the 
destination router 145 (904 of Fig. 6). 

On the other hand, the flow chart of Fig. 7 shows 
a path selection procedure at the destination router 145. 
The path discovery protocol unit 131 is notified of the 
AS path candidate group (A) by the transmission router 
140 (1000 of Fig. 7). Using the path information of the 
I-BGP unit 113, obtain the AS border router addresses 
143, 401 and 402 in the destination AS corresponding to 
the AS path candidate group (A) (1001 of Fig. 7). 
Subsequently, using the path information of the OSPF-TE 
unit 105, obtain the group (C) of candidates for a path 
from the AS border routers in the destination AS to the 
destination node (1002 of Fig. 7). 

Lastly, the path discovery protocol unit 131 
notifies the transmission router 140 of the group (C) of 
candidates for a path from the As border routers in the 
destination AS to the destination router 145 and the 
bandwidth metrics and the QoS metrics of these paths 
corresponding to the AS path candidate group (A) (1003 
of Fig. 7) . 



The above described first embodiment can adopt a 
mode in which a part of the functions in the 
transmission node is shifted to other node (Fig. 8). 
Another mode can be also adopted in which the 
transmission node and the destination node are used as 
proxy nodes of transmission and reception (Fig. 9). 
These modes will be described in the following. The mode 
shown in Fig. 8 corresponds to claims 7 and 16 and the 
mode shown in Fig. 9 corresponds to claims 8 and 17. 

In the mode illustrated in the block diagram of 
Fig. 8 which shows the schematic structure, the function 
of the interdomain path selection unit 151 in the 
transmission node 154 in the mode of Fig. 1 is shifted 
to the position of an interdomain path selection unit 
180 in a node 156 (here, an interdomain path information 
node) outside the transmission node. The transmission 
node 154 conducts communication with the interdomain 
path selection unit 180 in the node 156 to obtain 
information by unit of an interdomain path obtaining 
unit 181 in order to obtain interdomain path information 
and conduct path selection. The information is obtained 
as a pair of an interdomain route request 182 and an 
interdomain route reply 183. Operation of each mode 
other than the interdomain path selection unit is the 
same as that in the case of Fig. 2. The entire operation 
of the present embodiment also conforms to the operation 
in the case of Fig. 2 (see the flow charts of Figs. 6 



and 7). 

The mode illustrated in the block diagram of Fig. 
9 which shows the schematic structure is a model in 
which the transmission node 154 and the destination node 
164 in the mode shown in Fig. 1 are connected to the 
transmission terminals 190, 191 and 192 and destination 
terminals 193, 194 and 195, respectively, through the 
networks in the respective domains and which shows that 
the transmission node 154 and the destination node 164 
operate as proxies of the transmission terminal and the 
destination terminal. 

Since for the communication with the destination 
terminals, the transmission terminals 190, 191 and 192 
pass through the transmission node 154, path selection 
after passing through the transmission node 154 can 
realize the optimum path shown in Figs. 1 and 2. At this 
time, as to the paths from the transmission terminals 
190, 191 and 192 to the transmission node 154, path 
selection dependent only on path selection (OSPF-TE) in 
the domain is conducted. 

On the other hand, since communication directed 
to the destination terminals 193, 194 and 195 passes 
through the destination node 164, path selection from 
the transmission node 154 to the destination node 164 
can realize optimum path. Also from the destination node 
164 to the destination terminals 193, 194 and 195, path 
selection is conducted dependently only on path 



selection (OSPF-TE) in the domain. Operation of each 
module other than the transmission node 154 and the 
destination node 164 is the same as that in the case of 
Figs. 1 and 2, to which no description will be made here. 
In addition, the entire operation of the present 
embodiment conforms to the operation in the case of Fig. 
2 (see flow charts of Figs. 6 and 7). 
[Effects] 

Since the above described present embodiment is 
structured to extract path candidates in the destination 
AS in cooperation between the path discovery protocol 
unit 103 and 131, optimum path selection is possible 
taking a bandwidth metric and a QoS metric into 
consideration end to end. 

Next, the second embodiment of the present 
invention will be described in detail with reference to 
the drawings. In the following, description of the 
second embodiment of the present invention will be made 
while referring to Figs. 10, 11 and 12 and showing 
corresponding relation of each figure. The present 
embodiment corresponds to claims 18 through 25 and 28. 

With reference to the block diagram of Fig. 10 
which shows the schematic structure, the present 
embodiment is structured as described in the following. 
The structure is a network structure in which network 
domains, a domain A; 555 and a domain B; 565 are 
connected to each other through an interdomain and a 
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transmission node 554 exists in the domain A 555 and a 
destination node 564 exists in the domain B 565. 

Then, the transmission node 554 includes an own 
intradomain path selection unit 550, an interdomain path 

5 selection unit 551, a destination domain transmission 

path candidate reply unit 552 and a service node load 
monitoring unit 553. The address node 564 includes an 
own intradomain path selection unit 560, an interdomain 
path selection unit 561, a destination domain 

10 transmission path candidate obtaining unit 562 and a 

service node path selection unit 563. Under the herein 
defined destination node 564, a service client 567 is 
connected. Under the transmission node 554, a plurality 
of service nodes 558, 557 and 556 are connected to 

15 provide services in response to a request from the 

service client 567 connected to the destination node 564. 

Possible example of a service node is a Web 
server and a possible example of a service client is a 
Web client. In a case of a Web server, for the 

20 transmission of Web contents in response to a request 

from the Web client, two nodes are here defined as a 
transmission node and a destination node, respectively, 
taking a transmission direction of the Web contents into 
consideration . 

25 The destination domain transmission path 

candidate obtaining unit 562 transmits a path discovery 
request 670 to the transmission node 554 and the 



transmission domain transmission path candidate reply 
unit 552 makes a reply as the path discovery reply 171 
including a result of path candidates and a load of the 
service node together. The service node path selection 
unit 563 is allowed to total partial path candidate 
information obtained by the own intradomain path 
selection unit 560, the interdomain path selection unit 
561 and the destination domain transmission path 
candidate obtaining unit 562 to select an optimum path 
with a low service node load in view of all of the paths 
in the transmission domain, interdomain paths from the 
transmission domain to the destination domain and paths 
in the destination domain. 

The schematic block diagram of Fig. 10 
corresponds to each of the block diagrams of Figs. 11 
and 12 in the following manner. Description will be 
first made of corresponding relation of each unit and 
then made of the embodiment with reference to Figs. 11 
and 12. 

In comparison with the above-described embodiment 
(see Fig. 2), the second embodiment is equivalent to a 
state where the transmission node 140 in the AS-A 190 
operates as a dispatcher (e.g. a layer 7 switch of an 
HTTP in an IP packet for conducting path control on a 
URL basis) of a clustering server of a Web of the WWW 
and has a Web sub-tree server working under thereof 
which divisionally holds a plurality of Web mirror 



servers or directories of URL contents of a Web that are 
grouped on the basis of a prefix of a URL or the like, 
and where the destination node 145 in the AS-A 192 in 
Fig. 2 conducts operation for distributing loads of 
accesses from a Web client through a network. 

As shown in Fig. 11, the AS border router 142 and 
the relay router 141 in the AS-A 190 have the same 
functions as those in the already described case of Fig. 
1. While the I-BGP procedure 110 and the OSPF-TE 
procedure 100 at a transmission router 601 have the same 
functions as those of the transmission router 140 shown 
in Fig. 2, a URL path discovery protocol procedure 611, 
a server resource monitor procedure 612 and a URL 
switching procedure 630 have different functions. 

In addition, while the I-BGP procedure 113 and 
the OSPF-TE procedure 105 at a destination router 701 in 
the AS-B 192 have the same functions as those in the 
destination router 145 of Fig. 2, a URL path discovery 
protocol procedure 711 and a URL switching procedure 72 0 
have different functions . 

Here, the own intradomain path selection unit 550 
and 560 correspond to the OSPF-TE unit 100 and 105, the 
interdomain path selection unit 551 and 561 to the I-BGP 
unit 110 and 113, the destination domain transmission 
path candidate reply unit 552 and the destination domain 
transmission path candidate obtaining unit 562 to the 
URL path discovery protocols 611 and 711, respectively, 



the service node load monitoring unit 553 to the server 
resource monitor 612, and the service node path 
selection unit 563 to a service node path selection unit 
712. 

In Fig. 11 , by the server resource monitor 
procedure 612, the transmission router 601 periodically 
monitors such load information that each of Web mirror 
servers (sub-tree servers) 620, 621 and 622 has as a 
list of URL of Web contents, a CPU processing load and 
the number of TCP processed connections of a Web, and a 
free bandwidth that a Web server can use as a 
transmission bandwidth and a reception bandwidth 
(defined as a network load) . 

The URL list enables reduction of the amount of 
URL information by notifying only a prefix part of an 
URL. The information obtained by the server resource 
monitor procedure 612 allows addition of information 
which expresses resources of other servers and also 
allows selective monitoring of only the necessary 
resources . 

The server resource monitor procedure 612 can 
obtain information also by periodically conducting 
polling with respect to server resource monitor 
procedures 613, 614 and 615 that the Web mirror servers 
620, 621 and 622 have, while the server resource monitor 
procedures 613, 614 and 615 can execute registration 
procedures (at each event) with respect to the server 



resource monitor procedure 612 periodically, or when the 
URL list is changed, or when the CPU processing load 
exceeds a certain threshold value, or when a rate of 
change in a load exceeds a threshold value. 

As shown in Fig. 12, under the destination router 
701 in the AS-B 192, a Web client 730 exists. When the 
Web client 730 requires communication of a specific URL, 
the URL path discovery protocol procedure 711 and the 
URL switching procedure 72 0 in the destination router 
701 will differ from conventional procedures. When an 
HTTP get request comes from the Web client 730, an HTTP 
session, that is, a TCP session is terminated to make a 
request for searching for an optimum Web server site 
using the URL path discovery protocol procedure 711 
while watching an URL in a packet. 

In the URL path discovery protocol procedure 711 
in the destination router 701, upon receiving an HTTP 
packet, an URL is checked, and when Web mirror site or 
sub-tree server site information optimum for the URL is 
cached, the cache is used. 

On the other hand, when the cache is mishit, the 
URL path discovery protocol procedure 711 transmits URL 
information to the URL path discovery protocol procedure 
611 in the transmission router 601. The URL path 
discovery protocol procedure 611 selects a Web mirror or 
a sub-tree server whose load is low corresponding to the 
notified URL and searches paths from the transmission 



Web server site directed toward the Web client for a 
path whose network load is low and whose delay is short 
(satisfying QoS) and returns the results to the URL path 
discovery protocol procedure 711 in the destination 
router 701. 

In this case, the result can be returned in 
either of the two manners : ( 1 ) returning only an IP 
address of the transmission router 601 of a Web mirror 
or a sub-tree server site and (2) notifying not only the 
IP address of the transmission router 601 of (1) but 
also an optimum path from the transmission router 601 to 
the destination router 701. 

As illustrated in the diagram of Fig. 13 for use 
in explaining operation, the Web client 7 03 sets up a 
TCP session with the destination router 701 (layer 7 
switch) in an AS-B 892 (procedures 800, 801 and 802) and 
thereafter, an HTTP get request is transferred 
(procedure 803). When the web server with the 
destination router 701 in the AS-B 892 as a dispatcher 
and corresponding to a URL in the HTTP get request have 
a plurality of sites holding the same contents, the 
transmission router 701 transmits URL path discovery 
request messages 810 and 812 to the plurality of sites 
dl and d2 and receives URL path discovery reply messages 
811 and 813 for these messages. 

Taking all the returned results into 
consideration, the reception router determines which Web 
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site selection is ultimately optimum and whether a path 
from the selected Web site toward the destination router 
is optimum or not. When optimum selection is made of a 
Web mirror site, a Web sub-tree server site or the like, 
the destination router 701 sets TCP sessions 814, 815 
and 816 for the selected site and then an HTTP get 
request packet 817 is transferred. 

In addition, the transmission router (layer 7 
switch) 601 refers to the data of the server resource 
monitor 612 and refers to a CPU processing load, or the 
number of TCP connections, or/and a free bandwidth which 
can be used as a transmission bandwidth and a reception 
bandwidth of a Web server to select an optimum Web 
server from among backend Web servers 830, 831, 832 and 
833. Here, the router selects the Web server 831 and 
after conducting TCP session setting 820, 821 and 822, 
an HTTP get request packet 823 is transferred. 

Subsequently, with reference to the block 
diagrams of Figs. 11 and 12 and the flow charts of Figs. 
14 and 15, the entire operation of the present 
embodiment will be described in detail. 

First, the flow chart of Fig. 14 illustrates a 
path selection procedure at the destination router 701. 
The URL path discovery unit 711 in the destination 
router 701 requests a path candidate group from a 
plurality of Web server sites (a plurality of 
transmission nodes) corresponding to the URL (1101 of 



Fig. 14). 

In addition, the URL path discovery procedure 711 
receives a reply from each of the plurality of candidate 
nodes and receives, as its information, load information 
(D) such as a CPU processing load of a server 
corresponding the URL and the number of connections 
processed, a group (B) of path candidates from the 
transmission router in an AS-A 890 to the AS border 
routers, a group (A) of AS path candidates from the AS-A 
890 to the AS-B 892 and bandwidth metrics and QoS 
metrics of these paths (1102 of Fig. 14). 

The I-BGP unit 113 obtains AS boarder router 
addresses in the own AS corresponding to the AS path 
candidate group (A) (1103 of Fig. 14) and using the path 
information of the OSPF-TE unit 105, obtains a group (C) 
of candidate paths from the AS border routers in the own 
AS 892 to the own router 701 (1104 of Fig. 14). 

By the service node path selection unit 712, 
extract transmission router candidates whose load is low 
based on the server load information (D) corresponding 
to the URL and for each of the transmission router 
candidates, using bandwidth metrics and QoS metrics of 
the three path candidates, the group (B) of candidates 
for paths from the transmission router in the 
transmission AS to the AS border routers, the group (A) 
of AS path candidates from the transmission AS to the 
own AS, and the group (C) of path candidates from the AS 
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border router group in the own AS to the own router, 
calculate an optimum path from the transmission router 
candidates to the own router to select one or a few 
optimum transmission routers (1105 of Fig. 14). 
5 The transmission router here selected is in other 

words a transmission router as a dispatcher for a Web 
server and therefore selecting an optimum transmission 
router is nothing more than selecting an optimum Web 
server . 

Q io The flow chart of Fig. 15 shows a path selection 

y3 procedure at the transmission router 601. The URL path 

ffi 

M» discovery protocol unit 612 receives a request for a 

yj group of path candidates from the own node to the 

J" destination node (1201 of Fig. 15). Using the path 

ha 

q 15 information of the I-BGP unit 110, extract the group (A) 

fr\ of AS path candidates from the own AS 190 to the 

*l destination AS 192, obtain bandwidth metrics and QoS 

metrics of these paths and further obtain AS border 
router addresses 142, 211 and 212 in the own AS 
20 corresponding to the AS path candidate group (1202 of 

Fig. 15). 

Using the path information of the OSPF-TE unit 
100, obtain the group (B) of path candidates from the 
own node to the AS border routers 142, 211 and 212 in 
25 the own AS (1203 of Fig. 15). Using the server resource 

monitoring unit 612, obtain load information (D) such as 
a CPU load of a server corresponding to the URL and the 



number of connections processed or a transmission 
bandwidth load of a Web server (1204 of Fig. 15). 

Using the URL path discovery protocol unit, 
transmit the load information (D) of the server 
corresponding to the URL, the group (B) of path 
candidates from the own node in the own AS 190 to the AS 
border routers, the group (A) of AS path candidates from 
the own AS to the transmission AS and the bandwidth 
metrics and the QoS metrics of the paths (1205 of Fig. 
15). 

[Effects] 

Since according to the present embodiment, the 
system is structured to select a transmission Web server 
having a low load in cooperation between the URL path 
discovery protocol unit 612 and 711 and to extract a 
path from a Web server site toward a transmission 
direction, the system enables path selection which 
simultaneously satisfies an optimum server and an 
optimum network path taking a bandwidth metric and a QoS 
metric into consideration end to end. 

Next, a third embodiment of the present invention 
will be described in detail with reference to the 
drawings . The present embodiment corresponds to claims 
26, 27 and 28. The third embodiment is composed of the 
elements shown in the block diagram of Fig. 16 which 
shows a schematic structure. 

With reference to Fig. 16, a plurality of domains 



A555, B1300 and C1301 have Web servers 556, 557, 558, 
1310, 1311, 1312, 1320, 1321 and 1322 each of which 
servers is assumed to have copy of the same Web contents 
(in the form of mirror) or a plurality of which servers 
are assumed to divisionally hold Web contents as 
directories (in the form of sub-tree). 

In a domain D1302, none of such a destination 
node exists as the destination domains having high 
performance shown in Figs. 2 and 10 but a destination 
node 1330 having a simple address resolution procedure 
such as a domain name system (DNS) exits. The node 1330 
is assumed to have an address resolution client 1332 in 
the node. 

In the domain 1032, a local address resolution 
server 1331 exists which in response to an address 
resolution request from the destination node 1330, 
transfers the request to the address resolution server 
1332 which is the source of the address management. 

The address resolution server 1332 returns any of 
addresses of transmission nodes (layer 7 switch) 554, 
1313 and 1323 of the Web server sites in the domains 
A555, B1300 and C1301. For determining which address is 
to be returned, inquire of the transmission nodes 554, 
1313 and 1323 to (1) conduct path calculation by means 
of the end-to-end path selection unit using path 
information of only the interdomain path selection unit 
and the own intradomain path selection unit, and (2) 
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collect loads of the servers. As a result, the address 
resolution server selects an address of a transmission 
node having an optimum path and holding a Web server 
whose load is the lowest. 
5 As a result of the address resolution, assuming, 

for example, that the return address is the transmission 
node 554, the destination node 1330 sets up a TCP 
session for the transmission node 554 to transmit an 
HTTP get request. With reference to the URL in the HTTP 
10 get request, the transmission node 554 selects a Web 

server having the corresponding URL contents and a low 
load among the Web servers 556, 557 and 558 working 
under the transmission node 554. 

In addition, in Fig. 16, the Web client 
15 (destination node) 1330 once sets up a TCP session for 

the selected transmission node (layer 7 switch) 554. 

While communication is underway, when a load of 
the Web server under the layer 7 switch 554 becomes high 
or when some failure occurs to degrade communication 
20 performance, the transmission node again asks the above- 

described address resolution server 1332 to search for a 
current optimum transmission node. Address of the 
optimum transmission node obtained as a result of the 
search is notified to the Web client 1330. Based on the 
25 notification, the Web client 1330 is allowed to set up a 

TCP session with the new layer 7 switch to resume 
communication with the optimum Web server. 



Effects of the present embodiment will be 
described. Assuming that a destination node is a Web 
client or a Web proxy server, even when it has a single 
DNS address resolution function, load distribution 
function on a URL basis of a Web server site can be used 
in the present embodiment. The reason is that as a 
result of address resolution of the DNS, returning an 
address of a layer 7 switch (defined as a transmission 
node) on the side of a Web server site enables the URL- 
level load distribution function at the layer 7 switch 
to be used. 

The first effect of the present invention is 
realizing path selection in an interdomain network 
taking network resources such as a bandwidth and a delay 
into consideration end to end. The reason is that using 
BGP-TE enables selection of candidates for a BGP level 
path from an own AS to a destination AS and using IGP-TE 
enables selection of candidates for a path from an own 
node in the own AS to AS border nodes and selection of 
candidates for a path from AS border routers in a 
destination AS to a destination terminal or router to 
obtain end-to-end path information, thereby enabling 
optimum path calculation based on the information. 

The second effect is that optimum path selection 
is possible taking network resources such as a bandwidth 
and a delay end to end not only in a transmission 
direction but also in a reception direction. The reason 



is that since the function is provided of giving, to a 
transmission node, a notification of a group of 
candidate paths in a transmission direction seen from a 
destination node and a group of candidate paths in a 
reception direction seen from the destination node, path 
information in both directions can be optimized. 

The third effect is that path selection is 
possible which simultaneously satisfies an optimum 
server and an optimum network path therefor taking not 
only QoS parameters such as a residual bandwidth and a 
delay of a network path but also a load of a server. The 
reason is that the function is provided which enables 
notification of all of server load information, network 
path candidate information and QoS metric information. 

Although the invention has been illustrated and 
described with respect to exemplary embodiment thereof, 
it should be understood by those skilled in the art that 
the foregoing and various other changes, omissions and 
additions may be made therein and thereto, without 
departing from the spirit and scope of the present 
invention. Therefore, the present invention should not 
be understood as limited to the specific embodiment set 
out above but to include all possible embodiments which 
can be embodies within a scope encompassed and 
equivalents thereof with respect to the feature set out 
in the appended claims. 



